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TCS Careers 2023
Security Executive Post

Job Card Information

Job Location
India
Remote work from: Brazil
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Base Salary
USD. 15,200 - USD. 22,500

Qualifications
Graduate

Employment Type
Full-time
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Description

TCS Recruitment 2023

TCS, one of the leading global IT services and consulting companies, is currently
hiring for the position of Information Security Executive. As an Information Security
Executive, you will be responsible for ensuring the security and integrity of TCS’s
information systems, networks, and data.
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TCS Careers
Responsibilities:

1. Security Operations: Monitor and manage the security operations of TCS’s
IT infrastructure. Implement security measures to protect against
unauthorized access, threats, and vulnerabilities.

2. Incident Response: Investigate and respond to security incidents, including
identifying the root cause, containing the incident, and implementing
measures to prevent recurrence.

3. Security Audits: Conduct periodic security audits and assessments to
identify weaknesses and gaps in security controls. Develop and implement
remediation plans to address identified issues.

4. Risk Management: Assess and manage information security risks by
identifying potential threats, evaluating vulnerabilities, and implementing
appropriate risk mitigation strategies.

5. Security Policies and Procedures: Develop, review, and enforce information
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security policies and procedures in line with industry standards and
regulatory requirements.

6. Security Awareness and Training: Conduct security awareness programs
and training sessions to educate employees on best practices for
information security and data protection.

7. Security Architecture: Collaborate with the IT team to design and implement
secure IT infrastructure, networks, and systems. Ensure compliance with
security standards and frameworks.

8. Security Incident Reporting: Prepare and submit timely reports on security
incidents, trends, and metrics to management. Provide recommendations
for improving the overall security posture.

9. Security Compliance: Ensure compliance with applicable security
regulations, laws, and industry standards. Stay updated on the latest
security threats and trends.

10. Security Governance: Contribute to the development and implementation of
the overall information security strategy and governance framework.
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TCS Jobs Near Me
Qualifications:

* Bachelor’s degree in Computer Science, Information Technology, or a
related field. Relevant certifications such as CISSP, CISM, or CEH are
preferred.

¢ Solid understanding of information security principles, practices, and
technologies.

* Experience in managing and securing IT infrastructure, networks, and
systems.

» Knowledge of security frameworks and standards such as ISO 27001,
NIST, or COBIT.

» Familiarity with security tools and technologies, including firewalls, intrusion
detection systems, and SIEM.

¢ Strong analytical and problem-solving skills. Ability to assess and respond
to security incidents effectively.

¢ Excellent communication and interpersonal skills to collaborate with cross-
functional teams and stakeholders.

¢ Understanding of regulatory requirements and compliance frameworks
related to information security.

e Ability to stay updated on emerging security threats, trends, and
technologies.
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